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Abstract. Digital transformation in public sector organizations is closely linked to the
utilization of information systems. However, a staggering 51% of organizations worldwide
lack a Business Continuity Plan (BCP) to address disruptions to information systems. BCPs
play a crucial role in ensuring the continuity of an organization's business processes during
emergencies. While previous studies have proposed various BCP frameworks, none have
specifically focused on the business processes of public sector organizations. Given each
organization's unique strategies and business processes, it is essential to customize a BCP
framework to meet the specific needs of public sector entities. This research introduces a new
framework for developing BCP specifically designed for public sector organizations. This
research combines two standard frameworks, 1SO 22301:2019 and NIST SP 800-34 Rev.1.
This approach results in a structured and comprehensive BCP framework for managing
information systems in public sector organizations. This framework serves as a tool to assist
public sector entities in effectively managing potential disruptions, minimizing downtime,
and maintaining their business processes in the face of emergencies.
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1. Introduction

The current digital transformation era is related to the utilization of information systems. Many
organizations make digital changes to support their business process activities, not only in profit-
oriented but also in public sector organizations. Digitalization simplifies and runs business processes in
public sector organizations more effectively and efficiently (Bjerke-Busch & Aspelund, 2021). This
digitalization makes information systems have a vital role in organizations. If things happen that are not
desirable to the information systems, it can cause significant losses to the cessation of the organization's
business processes (Mosteanu, 2020). Some potential disruptions for information systems are
cybercrime, natural disasters, human error, device failure and procedural errors (Kassema, 2020). This
disruption can impact public sector organizations’ decision-making process and operational activities,
affecting reputation and decreasing service user satisfaction (Bakar et al., 2019).

Therefore, organizations need a plan to anticipate things that could be more desirable for
information systems. This plan is called a Business Continuity Plan (BCP) (Akbari & Gurning, 2020).
BCP is a procedure to keep the organization's business functions running before, during, and after a
disruption (Snedaker & Rima, 2014), BCP must ensure business processes can continue operating in an
emergency (Yuliansyah & Soewito, 2020). However, many organizations, especially public sector
organizations, must realize the importance of making a BCP (Fani & Subiadi, 2019). According to a
survey conducted by Mercer in 2020, 51% of organizations worldwide do not have BCPs for
emergencies (Baptista, 2020). This survey shows that BCP has not become an organizational priority.
One reason is the limited knowledge of BCP development (Febria et al., 2018).

Various studies have been conducted to propose a BCP framework. According to research
conducted by (Nnebe et al., 2018), BCP was built by presenting a new framework model. While on the
other research conducted by (Pramudya W. & Fajar, 2019), built BCP using framework standards such
as I1SO 22301: 2012 and BCI GPG 2013 then implemented in profit-oriented organizations. Based on
the results of previous studies, the BCP framework implemented for public sector organizations still
needs to be improved. It is necessary to adjust the framework to manage information systems for public
sector organizations’ needs. Due to different organizational needs, each organization will have a
different BCP. (Roy, 2022).

To address this gap, this research proposes a BCP framework and stages to support public sector
organizations in enhancing their preparedness and maintaining the continuity of critical business
processes even during information system disruptions. Using a different approach from previous
research, the development of the framework and stages combine two reference standards, 1SO
22301:2019 Business Continuity Management Systems Framework standard and the Contingency
Planning Guide for Federal Information Systems, NIST SP 800-34 Rev.1 standard, which also describes
the elements of BCP.

2. Literature Review

In this section, we will discuss explanations relevant to this research and previous research conducted
related to BCP.

2.1. BCP

Business continuity is the organization’s ability to continue the process during disruption. Business
continuity can be influenced by several factors, such as data and application availability, network, and
operating system reliability (Anir et al., 2019). Organizations need to strengthen their digital
management systems by building a comprehensive security management system and increasing
employee security awareness to deal with disruptions to information systems (Wang & Lee, 2023). In
this condition, organizations need a plan to maintain the continuity of business processes. This plan is
called a Business Continuity Plan (BCP) (Awasthi, 2021). BCP is a method or process prepared by the
organizations to deal with things that are not desirable. BCP is built to protect assets, information, and
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personnel during and after a disruption (Tiwary & Sandhane, 2022). Information asset protection is
dependent on creating an information security plan and applying security controls as part of that plan
(Abakar et al., 2022). Currently, not only essential, but now BCP has become a necessity, especially for
public sector organizations where the primary business process services and carried out online through
information systems (Bakar et al., 2019). The focus of the BCP plan should be on critical processes and
interdependencies. Furthermore, BCP governance includes elements such as commitment, controls,
management direction, clearly written roles and tasks, formal governance processes and ensuring that
the BCP is continuously updated (Andi & Utama, 2023). To help organizations build a BCP, several
standard framework models can be adopted. These framework standards can help organizations identify
the potential impact of various disruptions on the organizations and can prioritize efforts to maintain
business process continuity (Supriadi & Pheng, 2018).

2.2. 1S0 22301:2019

ISO 22301:2019 is a standard that outlines the requirements for the implementation of a Business
Continuity Management System (BCMS). This standard helps organizations to prepare for, prevent,
respond to, and recover from incidents of disruption such as natural disasters, cyberattacks and other
undesirable events. This standard provides a framework for organizations to identify disruptions, assess
impact, develop strategies for mitigation and establish procedures to ensure business continuity in the
event of a disruption. In implementation, ISO 22301: 2019 framework standard has 10 clauses, but for
the needs of the BCMS aspect, the clauses used start from clause 4 to clause 10 and applies the Plan Do
Check Act (PDCA) cycles (International Organization for Standardization, 2019).

2.3. NIST SP 800-34 Rev.1

NIST is the standard developed by the National Institute of Standards and Technology (NIST). This
standard is prepared for federal organizations. NIST standards perform five security controls for
organizations. These controls are identify, detect, protect, respond, and recover data and assets (Al-
Matari et al., 2021). One of the standards is NIST SP 800-34 Rev.1. This standard provides framework
guidance for developing and maintaining contingency plans for information systems (Prasetyo et al.,
2019). The NIST SP 800-34 Rev.1 framework outlines the process of managing BCP and DRP based
on organizational needs (Jorrigala, 2017). For the Contingency Plan development process, NIST SP
800-34 Rev.1 has seven stages (National Institute of Standards and Technology, 2010).

3. Related Works

Various studies have also been conducted to build BCP by using or modifying existing framework
standards. One of them, the author (W & Fajar, 2019) built BCP using the 1ISO 22301: 2012 framework
standard and implemented it in an IT solution company. The ISO clauses used in this research BCP
framework are Clause 4 Context of Organization, clause 5 leadership, clause 6 planning and clause 7
Support. This study also conducted a risk assessment and identified potential threats that could impact
business processes. As a result of this research, the BCP framework created can help organizations
identify potential risks and develop effective strategies to mitigate them. However, the success of BCP
also depends on testing and training to remain relevant and effective.

Another research conducted by (Febria et al., 2018) built BCP using the ISO 22301: 2012 and BCI
GPG 2013 framework standards. This framework was then implemented in electronic banking services.
The stages of BCP development are risk assessment, business impact analysis, BCP Strategy and
Handling, and BCP stage. The results of this study show that the BCP that was built still had to be
updated continuously because not all stages in the ISO 22301 and BCI GPG 2013 standards are used in
BCP development. Research (Fani & Subriadi, 2019) the BCP framework was built using the 1SO
22301: 2012 framework standard and COBIT 5 Domain: Manage Continuity. This framework examines
four organizations. The BCP framework in this study has eight components and 38 processes. The result
still needs further research on the effectiveness of this BCP framework, especially for public sector
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organizations, because this BCP framework still needs to be implemented.

In research by (W & Fajar, 2019), (Febria et al., 2018) and (Fani & Subriadi, 2019), author build
BCP by using existing framework standards. Meanwhile, there is research that proposes a new BCP
framework model to answer organizational needs. Such as research conducted by (Nnebe et al., 2018)
proposes a new BCP framework built with 4 stages 1. Prevention measurement, 2. Monitoring and
incident detection, 3. reports and investigations, 4. implementation and testing. The framework is
classified into 2 (two) perspectives, namely the incident discovery phase and the incident response
phase. The results of this study emphasize the importance of involving all parts of the BCP development,
from management to all staff, not just the IT department.

Meanwhile, the author (Soufi et al., 2018) proposed a new BCP framework with a quantitative
model. The proposed framework consists of four stages: risk assessment, impact analysis, mitigation
planning, and testing and maintenance. The risk assessment stage is carried out by identifying potential
threats to the organizations and assessing the likelihood and impact of each threat. The business impact
analysis stage is carried out by analyzing the Recovery Time Objective (RTO) and Recovery Point
Obijective (RPO) of the business process. The mitigation planning stage is carried out by developing a
series of actions to reduce the identified threats' impact; the last stage is testing and maintenance. At
this stage, BCP is tested to ensure its effectiveness. This framework was applied to a manufacturing
company then. Research by (Al Ali et al., 2020) propose a framework specifically for Internet of Things
(10T). The authors emphasize the importance of the security and privacy aspects of 10T systems. The
proposed framework consists of risk assessment, business impact analysis, business continuity plan,
incident response and recovery strategies, and regular testing and updating of the plan. This research
conclude for effective framework is needed for proactive planning, effective incident response, and
collaboration among stakeholders in ensuring the resilience of 10T systems.

As a conclusion from the literature review on previous studies, BCP is built according to the needs
and conditions of the organization. There are no specific guidelines related to the standard framework
or structure for public sector organizations in building BCP. Some studies only explain the BCP
framework with some elements that must be included. The previous study found minimal literature
available on the experiences of BCP within the public sector experience.

4. Research Methodology

This research follows a systematic methodology consisting of five stages to develop the BCP framework
for public sector organizations. Fig. 1 illustrates the research stages, which are problem analysis,
literature review, framework analysis and join, data collection and analysis, and the stages construction
of BCP Development. The first stage, problem analysis, involves identifying the challenges faced by
public sector organizations in managing information systems and the potential disruptions that may
impact their business processes.

Stages
Problem Framewark
Construction of

Analysis Analysis and Jeln BCP Development

jo e

———— =F — i P —_—
= @
Literature Data Collection
Review and Analysis

Fig. 1: Research Stage

After doing problem analysis, proceed with the literature review stage to study some theories,
previous research, and existing framework concepts related to BCP. The framework analysis and join
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stage is a critical phase in this research. Two reference framework standards are analyzed and union to
create a comprehensive BCP framework that suits the needs of public sector organizations. This process
involves analyzing the components of the standards and integrating them to form a cohesive framework.
Data collection and analysis is the subsequent stage, carried out within a specific public sector
organizational unit involved in infrastructure management. Various activities such as document
collection, interviews with key personnel responsible for information systems, and observations are
conducted. Additionally, organizational needs related to BCP are identified and documented at this
stage.

The next stage is the construction stage of BCP development. After obtaining information and
organizational needs, the next thing to do is to build the BCP stages to get a more structured and
effective BCP. The method used at this stage is mapping organizational needs with the components of
the new framework. The results of this mapping are the stages used for BCP development based on the
needs of public sector organizations. After the BCP development stages are created, it is necessary to
evaluate whether the BCP stages proposed in this research can meet the organization’s needs. This
assessment is an evaluation process. The evaluation was conducted by mapping the proposed BCP
development stages into the PDCA cycle and using a questionnaire distributed to IT staff who manage
information systems in public sector organizations. This evaluation assesses whether the proposed BCP
stages adequately meet the organization's needs and identifies any necessary improvements or
modifications.

4.1. Proposed Method

This research proposes a new BCP framework by combining two reference standards. The process of
developing this framework involves three distinct steps. The first step involved identifying the two
reference standards' functions, advantages, and disadvantages. This assessment provided a
comprehensive understanding of the strengths and weaknesses of each standard and laid the foundation
for their integration.

In the subsequent analysis step, the components of the two standards were thoroughly examined
and compared. The purpose was to determine the compatibility and alignment between the components
of the reference framework standards. This analysis aimed to identify areas of overlap, complementarity,
and potential gaps that needed to be addressed in developing the new BCP framework. Finally, the join
phase applies a union operation approach to smoothly merge the compatible components collected from
the reference framework standards in the third stage. This thorough integration process enables the
establishment of a single and cohesive BCP framework that integrates the most important and effective
parts from both standards, allowing enterprises to manage disruptions successfully and assure the
continuity of critical business processes. Fig. 2 shows the fundamental steps of the framework analysis
and join stage.
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Fig. 2: Step of Framework Analysis and Join

5. Result and Discussion

From the analysis problem stage carried out that in public sector organizations when dealing with
unwanted things that occur, such as disruption in information systems that support business processes,
there is no segregation of duties, still limited knowledge related to security awareness among
management and employees and a lack of documentation to handle the disturbances. Furthermore, a
literature review was conducted to build a BCP framework in public sector organizations. Moreover,
from the results of the literature review stage, two standards were used as references for this research:
ISO 22301: 2019 standard for Business Continuity Management system and NIST SP 800-34 Rev.1
standard is a contingency plan guideline for federal information systems.

Table 1: Identification Reference Standards

1SO 22301:2019 NIST SP 800-34 Rev.1
Functions | Continuity of business operation Continuity of information systems
Pros a. Have Comprehensive process. a.More relevant to public sector
b. Can be applied to all parts of the | Organizations because the standard was
organizations. built for federal information systems.
c. 1SO standards are well known. b. The requirements are not complicated.
c. Allowing organization to construct as
needed
Cons a. The standard complexity may be difficult | a. Specific guideline, only for continuity
to implement for some organizations. of information system
b. May requires a lot of resources to |b.Not provide a  comprehensive
construct and maintain framework for business continuity

The first step in the framework analysis and join stage is identification. The literature review found that
the two reference framework standards have some of the same processes for BCP development. So, in
this step, a more profound identification is carried out regarding each framework standard's functions
and advantages and disadvantages. Table 1 is the result of the identification step of the reference
standard. From the results of this identification step, both standards have functions to build a BCP
framework.
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The advantages of the 1SO 22301: 2019 standard include a comprehensive process that can be
applied to all parts of the organizations because it uses the PDCA cycle. But the complexity of I1SO
22301: 2019 can make this standard harder to implement for organizations just about to build a BCP.
Meanwhile, the NIST 800-34 Rev.1 standard has a simpler process and is suitable for public sector
information systems. The next step is analysis, this step is to ascertain what requirements are needed to
build a BCP. This step is carried out by describing the components of the two standards as written in
Table 2.

From the table, it is obtained that 1ISO 22301: 2019 has 10 clauses and 25 required processes, while
NIST SP 800-34 Rev.l contains 7 steps and 31 processes followed starting from policy, conduct
Business Impact Analysis (BIA), Identify preventive controls, create contingency strategies, develop
contingency plans, plan testing, training, and exercises, to plan maintenance. After the analysis, the next
step is the join step. The activity carried out in this step is the union of the analyzed components of the
two standards. The union results of all components of the two standards are in Table 3. There are a total
of 16 components in the column. The components in the union column are the new BCP framework
used to build BCP for information system management in public sector organizations. Then given the
combined component merge code using the UN code.

Table 2: Reference Standards Component

Clause 1SO 22301:2019 NIST 800-34 Rev.1
1 Scope Policy
2 Normative references Business Impact Analysis (BIA)
3 Terms and definitions Preventive Controls
4 Context of the Organization Contingency Strategies
5 Leadership Contingency Plan
6 Planning Testing, Training and Exercises (TT & E)
7 Support Maintenance
8 Operation
9 Performance evaluation
10 Improvement

The components of the new framework are Scope (UN1) which describes the areas and aspects to
be covered by the BCP. Normative references (UN2) provide a list of applicable references that serves
as a guideline. Meanwhile, Terms and definitions (UN3) provide a list of terms and definitions that will
be used consistently. The context of the organization (UN4) component focuses on identifying issues
that can affect the organization. Leadership (UN5) highlights the importance of top-level management
commitment to the BCP, a critical factor in successful implementation. Planning (UN6) involves the
development of a BCP that includes business impact analysis, identification of business continuity
strategies, and comprehensive planning. Supporting information (UN7) provides resources, training,
awareness, communication, and documentation required in BCP implementation. Operation (UNS)
covers BCP implementation steps, such as risk assessment, business continuity strategy implementation,
and piloting and testing. Develop Business Continuity Plan (UN9) focuses specifically on developing
procedures that address potential risks and disruptions. While Creating Contingency Strategies (UN10)
involves the development of alternative plans or actions to mitigate risks. The Identify Preventive
Controls (UN11) component covers identifying potential threats, vulnerabilities, and preventive
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controls required to mitigate risks. Performance evaluation (UN12) is for monitoring and evaluating
BCP performance regularly, while Training requirements (UN13) focus on the effectiveness and
sustainability of training required by relevant personnel. Plan Testing, Training, and Exercises (UN14)
are for carrying out planned testing, training, and exercises to ensure BCP readiness. Plan Maintenance
(UN15) emphasizes the importance of maintaining the sustainability and effectiveness of the BCP by
making updates and adjustments as needed by the organizations. Finally, Improvement (UN16)
emphasizes the importance of continuous improvements to ensure BCP effectiveness and readiness.
With these 16 components, the new BCP Framework becomes more comprehensive and effective for
the continuity of business processes of public sector organizations.

Table 3: Union BCP Framework

Union Explanation
Component

Scope UN1 Outlines the scope of the framework

Normative references UN2 Lists the normative references that are
applicable

Terms and definitions UN3 List of terms and definitions

Context of the Organization UN4 Determine the issues that can impact
organization

Leadership UN5 Top management commitment

Planning UNG6 BCP plan, developing a business impact
analysis, identifying business continuity
strategies

Supporting Information UN7 Providing supporting information such as

resources, training, awareness,
communication, and documentation

Operation UNS8 Implementing risk assessment and business
continuity strategies

Develop Business Continuity UN9 Involve the development of procedures and

Plan plans that address specific risks and potential
disruptions

Create Contingency UN10 Developing alternative plans or actions to

Strategies mitigate risks.

Identify Preventive Controls UN11 Identify potential threats, vulnerabilities, and
preventive controls

Performance evaluation UN12 Monitoring and evaluating performance

Plan Testing, Training and UN13 Testing, training, and exercising the business

Exercises continuity plan

Plan Maintenance UN14 Keeping the business continuity plan current
in terms of effectiveness and applicability

Training requirements UN15 Effectiveness and sustainability

Improvement UN16 Continually improving
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After the new framework was built, the current needs and conditions of one of the public sector
organizations' cases were explored through the data collection and analysis stage. The information
obtained was related to business processes, organizational resources, and the organization's need for
BCP. This organizational unit has 64 information systems used to support 19 business processes.
Organizational needs related to BCP development are following the duties and functions of the
organization's information systems management, easy to implement, contains helpdesk information,
can mitigate risks, and reduce impacts when disruptions occur, can provide recommendations for
priority recovery strategies, dynamic and follow organizational and technological changes.
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Fig.3: Stages of BCP Development

The results of this stage are then used as basic information to determine the stages of BCP
development. Furthermore, the stages construction of BCP development is carried out by mapping the
results of exploring organizational needs related to BCP for information system management with the
components of the new framework. From the mapping, it is obtained that the stages of BCP
development for information system management of public sector organizations. The stages of the
proposed BCP development are shown in Figure 3. The stages consist of 6 components from 16
components of the new framework.

After the BCP development stages are made, an evaluation is conducted to assess whether the
proposed BCP development stages meet the organization's needs. The evaluation is carried out by
mapping the stages into the PDCA cycle. This is done because PDCA is a standard methodology used
to support continuous process improvement (Patel & Deshpande, 2017). Results from mapping the BCP
development stages into the PDCA cycle, each component of the proposed BCP development stages
supports the cycle phase of PDCA shown in Figure 4. The PLAN phase is the stage of defining and
scoping the BCP, identifying roles and responsibilities, and identifying supporting information and
resource requirements, in the DO phase is conducting business impact analysis, conducting risk
assessment, and identify priority recovery strategies, then in the CHECK phase designing a testing
schedule, and in the ACT, phase conducting an exercise program.
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Fig. 4: Mapping the stages into PDCA Cycles.

Besides mapping the stages into the PDCA cycle, the evaluation was also carried out through a
guestionnaire given to the IT staff of the organization using a summated rating scale or Likert scale.
The assessment through this questionnaire was carried out by asking 10 questions related to the 6 stages
proposed for the development of BCP for public sector organizations. Respondents were given 5 answer
scales: strongly agree, agree, neutral, disagree, and strongly disagree. 48 respondents' responses were
collected by filling out the questionnaire.

Table 4: Questionnaire Result for BCP Stages
SS S N TS STS Score Avg

Question

Q1 24 21 2 0 1 211 4.40
Q2 19 23 5 0 1 203 4.23
Q3 20 23 4 0 1 205 4.27
Q4 16 22 9 0 1 196 4.08
Q5 19 21 6 0 2 199 4.15
Q6 18 25 4 0 1 203 4.23
Q7 28 16 3 0 1 214 4.46
Q8 24 18 5 0 1 208 4.33
Q9 22 22 3 0 1 208 4.33
Q10 26 14 7 0 1 208  4.33

2055 4281

10
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Table 4 shows the questionnaire results provide insights into evaluating the proposed BCP stages
for public sector organizations. The calculation of the questionnaire results reveals that the average
scores for each question range from 4.08 to 4.46. Question 7 obtained the highest average score of 4.46,
indicating a strong agreement among respondents. On the other hand, question 4 received the lowest
average score of 4.08, suggesting a slightly lower level of agreement than the other questions.

Calculating the total average score using equation 1, which considers ¥ Avg is the average total
score and ¥, @ is the total number of questions, determines the overall score to be 4.28. This score reflects
the overall evaluation of the respondents regarding the proposed BCP stages. Furthermore, the
percentage of the questionnaire results is calculated using equation 2, where TS is the total score from
the calculation of equation 1 divided by NS the Likert scale point value (5 in this case). The calculation
yields a total percentage of 85.63%. This indicates that 85.63% of the respondents agreed with the
proposed BCP stages, implying that the stages are aligned with the needs of public sector organizations
in developing BCP.

TP = rs 100
" NS (2)

These findings suggest that the proposed BCP stages have received positive feedback from the IT
staff members who participated in the questionnaire evaluation. The high agreement percentage
demonstrates that the stages are perceived to be suitable for public sector organizations and can
effectively contribute to the development of BCP in their information systems management. It is
important to note that the questionnaire evaluation is based on the perspectives of the IT staff members
of a specific organization. Therefore, the results may not be generalized to all public-sector
organizations. However, the positive response and high agreement percentage indicate the potential
practical value and relevance of the proposed BCP stages in the context of the studied organization.

6. Conclusions and Further Works

As the reliance on information systems grows in public sector organizations to support their business
processes, developing a robust Business Continuity Plan (BCP) becomes crucial to anticipate and
mitigate potential disruptions. A key component of BCP development is the framework, which should
be tailored to public sector organizations’ specific needs and challenges. This research addresses this
need by proposing a BCP framework that combines the ISO 22301:2019 and NIST SP 800-34 Rev.1
framework standards.

The resulting framework is structured, comprehensive, and aligned with international best
practices. By integrating the specific requirements of managing information systems in public sector
organizations, the framework provides a systematic approach to developing BCPs that ensures the
continuity of essential business processes. Public sector organizations can utilize this framework to
manage potential disruptions to their information systems better, enhance their resilience, and maintain
the smooth operation of critical business functions. Organizations can benefit from a well-designed
framework that guides their BCP development efforts, ensuring a comprehensive and systematic
approach to managing information system risks. Alignment with internationally recognized standards
enhances the credibility and reliability of the framework, enabling organizations to adhere to best
practices and benchmark their BCPs against industry standards. The adaptability of the framework
allows it to be tailored to the unique needs and contexts of different public sector organizations,
regardless of their size or nature. However, it is important to acknowledge the limitations of this
research. The findings are based on a specific organization or a limited number of organizations within
the public sector, which may limit the generalizability of the results. Additionally, the evaluation of the
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framework's effectiveness primarily relied on feedback from IT staff members through a questionnaire,
and further evaluation involving stakeholders from different organizational levels is warranted. External
factors such as budget constraints and organizational culture may also impact the framework's
implementation and effectiveness.

Suggestions for future studies should consider implementing the framework in various types of
organizations. This will help determine its effectiveness, adaptability, and scalability in different
contexts, ensuring its relevance and applicability across diverse public sector settings. Further research
and implementation of the framework in different organizational contexts will contribute to its ongoing
refinement and validation, ultimately benefiting the resilience of public sector organizations in the face
of information system uncertainties.
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